
typed assembly 
language



res = 0 

while a != 0: 
    res = res + b 

    a = a - 1 

return res



prod: r3 = 0 

      jump loop 

loop: if r1 jump done 

      r3 = r2 + r3 

      r1 = r1 + -1 

      jump loop 

done:



r ::= r1 | r2 | · · · | rk
v ::= n | r
ι ::= rd = v

| rd = rs + v
| if r jump l

Ι ::= jump l
| ι;Ι

<latexit sha1_base64="zWM4uz1ShrZK0dcq65gw9K/YkXY="></latexit>



foo:  dest = bar 

      jump dest indirect jump



r ::= r1 | r2 | · · · | rk
v ::= n | r | l
ι ::= rd = v

| rd = rs + v
| if r jump v

Ι ::= jump v
| ι;Ι

<latexit sha1_base64="wod4sm+UGVlv9BhkYsv/XyLJoBc="></latexit>



dest = 0 

jump dest
need to prevent bad jumps



τ ::= int | code
<latexit sha1_base64="wAHQwmTeorHWNMxTfr0tfQRzrCQ="></latexit>



loop: if r1 jump done 

      r3 = r2 + r3 

      r1 = r1 + -1 

      jump loop 

type of loop?

depends on registers.

prod: r3 = 0 

      jump loop 

done:



τ ::= int | code(Γ)
<latexit sha1_base64="v7HiNFWaAyJg93SGWhomoRgLCpU="></latexit>

Γ : r ! τ
<latexit sha1_base64="FugXY4N15/mH7v+5D149E/KXPP4="></latexit>



loop: code({ 
  r1 : int, 
  r2 : int, 
  r3 : int 
})

prod: r3 = 0 

      jump loop 

done:

loop: if r1 jump done 

      r3 = r2 + r3 

      r1 = r1 + -1 

      jump loop 



loop: if r1 jump done 

      r3 = r2 
      jump loop

type of loop?

depends on r2 and r3…



τ ::= int | code(Γ)
| α | 8α.τ

<latexit sha1_base64="raglmpInqNqNE1+0CVsil4dnfxg="></latexit>



loop: if r1 jump done 

      r3 = r2 
      jump loop

loop: ∀α.code({ 
  r1 : int, 
  r2 : α, 
  r3 : α 
})



TAL-0

Ψ ` n : int
<latexit sha1_base64="icDBwQ/IJf3Yd/1agGfMjsZYimE="></latexit>

Ψ,l : τ ` l : τ
<latexit sha1_base64="+RIDlLXOMSUejYzR2NXiBhmUZlQ="></latexit>

Ψ ` v : τ
<latexit sha1_base64="dcWzNn2cCanPQwCqqs5JDSkEvtk="></latexit>

Ψ ` v : τ
Ψ;Γ ` v : τ

<latexit sha1_base64="4Kq7Ev8hgNzRPoNXNPNCdStCLiU="></latexit>

Ψ;Γ,r : τ ` r : τ
<latexit sha1_base64="JOukVL17ZcGmzhO02t/mZnM1WMI="></latexit>

Ψ;Γ ` v : 8α.τ
Ψ;Γ ` v : [τ0/α]τ

<latexit sha1_base64="SjTTYsqizZzztb99/tY8kRxyFWQ="></latexit>

Ψ;Γ ` v : τ
<latexit sha1_base64="KwdFDXAH8ytsgbvTGEUPkFzwRLM="></latexit>

Inst



Ψ ` ι : Γ1 ! Γ2
<latexit sha1_base64="IOTFF2RAgqPuDQZrrLMyI2DoNws="></latexit>

Ψ;Γ ` v : τ
Ψ ` rd = v : Γ ! Γ,rd : τ

<latexit sha1_base64="QdauCQD8M+PZpvojCN+tv7sWtT0="></latexit>

Ψ;Γ ` rs : int Ψ;Γ ` v : int
Ψ ` rd = rs + v : Γ ! Γ,rd : int

<latexit sha1_base64="LerJMdttFE9NtNkMEM2V9UaxwUI="></latexit>

Ψ;Γ ` rs : int Ψ;Γ ` v : code(Γ)
Ψ ` if rs jump v : Γ ! Γ

<latexit sha1_base64="/Dg9/lozyY7l6reDaC/Qi3yEzXo="></latexit>



Ψ ` Ι : τ
<latexit sha1_base64="BFIcEHOjRVubx7vN7bZWy6OfwMc="></latexit>

Ψ;Γ ` v : code(Γ)
Ψ ` jump v : code(Γ)

<latexit sha1_base64="t2G6RjlCkFu/yv0/dtR0VtfUh30="></latexit>

Ψ ` ι : Γ ! Γ2 Ψ ` Ι : code(Γ2)
Ψ ` ι;Ι : code(Γ)

<latexit sha1_base64="wfsTSH+S2SzUQ5LJXAaqfcwUlgA="></latexit>

Ψ ` Ι : τ
Ψ ` Ι : 8α.τ

<latexit sha1_base64="xNa3i9P9xPAQGa7DPNhPdi8oCKU="></latexit>

Gen



why polymorphism? 

(why not subtyping?)



foo:  r1 = 1 

      jump baz 

bar:  r1 = qux 
      jump baz 

baz:

type of baz?

baz: ∀α.code({ 
  r1 : α 
})



foo:  r1 = 1 

      jump baz 

bar:  r1 = qux 
      jump baz 

baz:

type of baz?

baz: code({ 
  r1 : ⊤ 
})

this does work…



bar:  r1 = r1 + 1 

      ret 
foo:  r1 = 1 

      r2 = 1 

      call bar 
      r2 = r1 + 1

calling convention



bar:  r1 = r1 + 1 
      jump r3 

foo:  r1 = 1 
      r2 = 1 

      r3 = baz 

      jump bar 
baz:  r2 = r1 + 1

callee-saved registers



bar:  r1 = r1 + 1 
      jump r3 

foo:  r1 = 1 
      r2 = 1 

      r3 = baz 

      jump bar 
baz:  r2 = r1 + 1

bar: ∀α.code({ 
  r1 : int,   
  r2 : α, 
  r3 : ∀β.code({ 
    r1 : int, 
    r2 : α, 
    r3 : β 
  }) 
})



what about memory?



v ::= · · · | p
ι ::= · · ·

| rd = [rs]
| [rd] = rs
| rd = alloc(τ)

τ ::= · · · | ptr(τ)
<latexit sha1_base64="RrkLw2vYXJ6oW2qlaOwRdn3C5QM="></latexit>



r3 = 0 

[r1] = r3 
r4 = [r1] 

jump r4

will jump to 0 at 

runtime



r3 = 0 

[r1] = r3 
r4 = [r1] 

jump r4

r3 : int 

r1 : ptr(int) 
r4 : int 

invalid!



      r1 = alloc int 

foo:  [r1] = foo 
      r3 = 0 

      r4 = [r1] 
      [r1] = r3 

      jump r4

this is valid! 

but the type 
of r1 changes.



      r1 = alloc int 

foo:  [r1] = foo 
      r3 = 0 

      r4 = [r1] 
      [r1] = r3 

      jump r4

r1 : ptr(int) 

r1 : ptr(code(…)) 
r3 : int 

r4 : code(…) 
r1 : ptr(int) 

valid



r3 = 0 
[r1] = r3 

r4 = [r2] 
jump r4

r1, r2 : ptr(code(…)) 

r3 : int 
r1 : ptr(int) 

r4 : code(…) 
valid



r3 = 0 
[r1] = r3 

r4 = [r2] 
jump r4

is this safe?



r2 = r1 

r3 = 0 
[r1] = r3 

r4 = [r2] 
jump r4

definitely not safe! 

problem is aliasing



aliasing is hard
so, be more restrictive



v ::= r | n | l | u
ι ::= . . . | commit rd
τ ::= · · · | ptr(τ) | uptr(τ)

<latexit sha1_base64="sYLRcoKSMyV2enQuOqcQ0ILXPX4="></latexit>

unique pointers can’t alias



Ψ ` rd = alloc(τ) : Γ ! Γ,rd : uptr(τ)
<latexit sha1_base64="DWnOebOPhvo0JTNU2ZboyGeKm+U="></latexit>

commit 
compiles away 
at runtime





TAL-1

• typing for tuples and records, memory offsets 

• stack allocation and deallocation 

• objects and closures using existential types 

• arrays using dependent types 

• TALx86 implemented and formally verified



real-world issues

• how to compile TAL (involves alias analysis)? 

• how to generalize across architectures? 

• how to build this into a secure runtime system? 

• how to relate this to proof-carrying code? 

• how successful is bytecode verification in the 
real world?



allocation

• how to manage heap memory? 

• use-after-free and double-free are unsound 

• GCs are slow, nondeterministic, antiparallel, 
hard to prove correct



allocation

• unique pointers also at high level language 

• pointers unique => deallocation is static 

• TAL naturally extends to linear type systems



weakening

Γ1,Γ2 ` e : τ
Γ1,x1 : τ1,Γ2 ` e : τ

<latexit sha1_base64="wXiOBURkUUHsKvXp6UPESadBWes="></latexit><latexit sha1_base64="wXiOBURkUUHsKvXp6UPESadBWes="></latexit><latexit sha1_base64="wXiOBURkUUHsKvXp6UPESadBWes="></latexit><latexit sha1_base64="wXiOBURkUUHsKvXp6UPESadBWes="></latexit>

“useless premises are okay”



contraction

“what can be done with many, can be done with one”

Γ,x2 : τ1,x3 : τ1,Γ2 ` e : τ2
Γ1,x1 : τ1,Γ2 ` [x1/x2][x1/x3]e : τ2

<latexit sha1_base64="5RgeNwLwbjehbPpAFeiEJyHB35c="></latexit>



linear types

substructural logic lacking weakening and 
contraction 

like SML with unused variable checking, no 
sharing 

in practice: affine types allow weakening, not 
contraction



val x = [] 
val y = 1::x 
val z = x       (* this isn't allowed! *)



fun clone (xs : ’a list) : (’a list * ’a list) = 

  (xs, xs) 

sharing isn’t allowed



fun clone (xs : ’a list) (f : ’a -> ’a * ’a) = 
  case xs of 
    [] => ([], []) 
  | x::xs =>  
    let  
      val (x1, x2) = f x 
      val (xs1, xs2) = clone xs f 
    in 
      (x1::xs1, x2::xs2) 
    end



why should cloning be explicit? 

    accurate resource usage 

what does cloning a file do? 

    or a network socket?



fun map (f : ’a -> ’b) (xs : ’a list) : ’b list = 

  case xs of 

    [] => [] 

  | x::xs => (f x)::(map f xs)

zero allocation

linear type!

no allocations!

optimize to an  
in-place for-loop!

how many allocations?



val x = ref 1 
val y = x 
val z = y := 2 
val 1 = !x        (* exception Bind *)

ML world



val x = ref 1 
val y = x 
val z = y := 2 
val 1 = !x        Error: ‘x’ used after move

linear world



let l = [1, 2, 3]; 

l.push(4);

val l = [1, 2, 3] 

val l = l @ [4]

imperative = functional?



• linearity difficult in practice 

• how to recover sharing? 

• system of references 

• sharing xor mutability 

• can pointers be committed?



further reading
ch. 1 (linear types), 2 (effect types), 4 (TAL), 5 (proof-
carrying code), Advanced Topics in Types and Programming 
Languages by Pierce 

“From System F to Typed Assembly Language”, Morrisett, 
Walker, Crary, and Glew, 1999 

“TALx86: A Realistic Typed Assembly Language”, Morrisett 
et al., 1999 

“Typed memory management in a calculus of capabilities”, 
Crary et. al., POPL ’99. 

“Linear types can change the world”, Wadler, 1990.


